. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

10G Ethernet-kommyTtaTop L3
QSW-6910-26F

OnucaHue

KommyTtatopbl cepumn QSW-6910 — ato 10G Ethernet-koMmyTaTopbl CrieaytoLwero nokoreHus,
obecneumBaloLne BbLICOKONPOU3BOAUTESNIBHOE W KOMMMEKCHOE KaveCTBO OBCMy>XMBaHUA
CKBO3HOWN CeTW, a Tawkke rmbknme 1 MHOroyHKUMOHamNbHbIE HAcTpoKrku 6e3onacHoCTM Ans
KpynHoOMacLuTabHOro arpermpoBaHus ceten, a Takke Ansg HebonblUMX U CpeaHNX CeTeBbIX Y3I10B,
yO0BMNeTBOPAOLLNX TpeboBaHUAM BbICOKOCKOPOCTHbIX, BbICOKO3aLUMLLIEHHbIX n
MHTENMEeKTyarnbHbIX KOPNopaTUBHLIX ceTel. brarogaps ycoBepLleHCTBOBAHHOW anmnapaTHOmn
apxXuUTEKType W HOBOWM MOAYMbHOMW onepaunoHHon cucteme QTOS 12-ro nokosieHus
KomMMyTaTopbl obecrneynBatoT 60mee BbICOKYIO NPON3BOANTENBHOCTb annapaTHON o6paboTku.

KommyTtatopsl cepumn QSW-6910 obecneydmBaloT MakcmarnbHbI 40CTYN K 20 ONTOBOSIOKOHHBIM
kaHanam 10 [6GuT/c n noagepxvBalOT BbICOKONPOU3BOAUTESNbHBIA BOCXOOALMA  KaHas
10/25/40 'GuT/Cc, NOMHOCTBHIO COOTBETCTBYHOLMI TpeboBaHMsIM Monb3oBaTeNen K JOCTyny C
BbICOKOM MMOTHOCTBLIO U BbICOKOMPOM3BOAUTENBHOMY arpernpoBaHumio.

OCHOBHbIle XapaKTepUCTUKN NpoaykKTa:

e 20 nopTtoB goctyna BASE-X 10 '6ut/c, 4 nopta 25 '6ut/c n 2 nopta 40 M6ut/c (uplink);
e BCTPOEHHas paclUMpeHHas NogAep’Kka MapLlpyTM3aumm ypoBHs 3;

e MOAAEpXKa pPe3epBUPOBAHUS NMUTAHUS U BEHTUNATOPOB (C BO3MOXHOCTbIO ropsiyen
3aMeHbl);

e 0bopygoBaHue Bbicokon HagexHocTh (30 neT cpegHero BpeMeHn HapaboTku Ha OTKas).

Bo3mMoxHocTuH

MHoroypoBHeBasi KOMMyTaL U C NapannesibHbIM Ucnonb3oBaHuem IPv4 un
IPv6

KommyTtatopbl cepyn QSW-6910 obecneumBarioT annapaTtHyld MNOAAEPXKKY MHOroypOBHEBOW
KOMMyTauuMu C napannenbHbiM ucnonb3oBaHueMm IPv4/IPv6 Ha nUHENHbIX CKOPOCTSX,
noaaepXnBaroT pasnunyeHne n obpabotky naketor IPv4 n IPv6 annapaTHbiMK cpeacTBamu, a
TaKke nNpenocTaBnsalT rMOKMe peleHus and ceteBor cBA3n |IPv6 B COOTBETCTBUM C
TpeboBaHmaMK cetn IPV6 ona nnaHMpoBaHUSA CeTUM UK NoadepKaHus TEKyLero COCTOSHMSA
ceTu.

www.qtech.ru 1



KoMmmyTaTopbl JaHHOW cepuu MOLAEPXKUBAKOT LUMPOKUA CMEKTP MPOTOKOSIOB MapLupyTusaumun
IPv4, Bkntovaga ctatudeckyto Mapuwpytmsauuo, RIP, OSPFv2, [S-ISv4, BGP4 u T1.4., 41O
Nno3BonisieT Nonb3oBaTenam BblOMpaTb NOAXOASAWME NPOTOKOMbI ANS MOCTPOEHUA ceTn B
pasnuyHbIX cpedax. KommyTaTopbl JaHHOW Cepun Takke MNOOLAEPXKMBAKOT LUMPOKUA CrMCOK
NPOTOKONOB MapLupyTusauun IPv6, Takmx kak ctatudeckaa maplpytunsauus, RIPng, OSPFv3,
IS-ISv6, BGP4+ 1 T.4., N03BONSS NONb3oBaTENSAM BblOMpaTb COOTBETCTBYHOLLME NPOTOKONbI A5
o6HOBNEeHMs cylecTBytoLlen cetn ao IPv6 nnmn cospganms Hoson cetu IPV6.

Bnok BupTtyanbHoro kommytatopa (VSU)

TexHonoruna Virtual Switch Unit (VSU) obecneunBaet ob6begmHeHNe HECKOMbKUX OU3NYECKNX
YCTPOWCTB MOCPEACTBOM arperMpoBaHusi KaHamnoB CBA3M NMyTeM WMX BUpPTyanu3auum B OOHO
rfiormyeckoe ycTpomcTao. Jlormyeckoe yCTponCTBO ncnonb3yeT oauH IP-agpec, npouecc Telnet,
nHTepdenc komaHgHon ctpoku (CLI), a Takke obecneunBaeT aBTOMAaTMYECKUA KOHTPOSb
Bepcun O n HacTporky anga ynpasneHnd. C TOUKM 3peHus nonb3oBaTens, Bbl ynpaBndeTe
TONbKO OOHUM YCTPOWCTBOM, HO NpU 3TOM peanuayeTte ahdekTUBHOCTb paboTbl U KONMYECTBO
NHTEPdENCOB, KOTOPbLIE MPUCYLLM HECKONbKUM YCTPOMCTBaM, paboTarolum OLHOBPEMEHHO.
ArpermpoBaHue KaHanoB CBA3N MOXET BbITb ocyliecTBneHo 10-rmrabuTHeIMmM nopTamu.

e [lpocToTa ynpaBneHus: AOMUHUCTPATOPbl MOTYT LLEHTPanM30BaHHO yNpaBnsTb BCEMU
yCTPOMCTBaMM OAHOBPEMEHHO. bornblle He HyXHO HacTpamBaTb W YyNpaBnATb
KOMMyTatopamu no ogHoMmy.

e YnpouweHHasa Tononorusa: VSU paccmaTpmBaeTcs Kak oauH KommyTaTop B ceTu. [Mpu
NOAKMIOYEHNN arpermpoBaHHbIX KaHaroB W nNepudepuiiHbIX CeTeBbIX YCTPOWCTB
npotokon MSTP He TpebyeTcs, Tak Kak HET NeTNeBON CceTn 2-ro ypoBHS. Bce npoTokonbl
paboTaloT Kak OgMH KOMMYTaTop.

o [lepeknioyeHue Ha pe3epB B TeYEHUE HECKONbKUX MUNNUCceKyHA: YcTponcteo VSU
n nepudepuiiHble yCTPOMCTBA MNOAKMNOYaTCa Yeped kaHan arperauun. [Npu cboe
noboro usmyeckoro yCTpOMCTBA WM KaHama JflornM4yeckoro YCTpoucTBa [Ans
nepekntoyeHnsa Ha apyron kaHan Tpebyetca sBcero 50 — 200 mc.

e WUcknrouutenbHas MacwTtabupyemocTtb: CeTb NoadepXuBaeT ropsYvyl0 3aMeHy.
Jllobble ycTpoKrcTBa, KOTOPble OTKMOYaT OT BUPTYanu3nMpoBaHHOW CeTU WK
NPUCOEONHSIOT K HEW, HE OKa3blBalOT HUKAKOro BMSIHUA Ha COCeaHNe YCTPOUCTBA.

KomMnnekcHble NnonnTnKn 6e3onacHocTun

KommyTtatopbl cepumn QSW-6910 adhdheKkTMBHO NpenoTBpalLalT pacnpocTpaHeHue BUPYCOB,
XaKepcKkue aTaku U KOHTPONMPYET MX C MOMOLLBIO PasfnyHbIX MEXaHN3MOB, TakMx kak anti-DoS
atakm, ckaHupoBaHue IP-agpecoB xakepamu, npoBepka HerneranbHblx naketoB ARP nu
MHOXECTBO annapaTHbix nonutmnk ACL.

e AnnapatHbiM CNWUCOK ynpaBneHus pgoctynom IPv6: Ynpasnante [octynom
nonb3oBatenen IPv6 K norpaHuYHbIM YCTPOMCTBAM Adaxe B TOM Criyvyae, ecnu
none3oBatenn IPv6 npuHagnexat cetn IPv4. 310 pgaeT  BO3MOXHOCTb
cocywectBoBaHunsa IPv4 n IPv6 nonb3oBaTenen B CeTUM WU KOHTpPONMpoBaTb Mpasa
JocTyna nosib3oBaTenen IPv6, Takme kak orpaHnudeHne goctyna K KoHguaeHumnansHbIM
pecypcam B CETMW.

e AnnapatHbiM MexaHu3M 3awmuTtbl CPU: lMonutuka 3awmtel CPU pasnuyaeT NoToKM
OaHHbIX, Hanpaensemble Ha CPU, koTopble oGpabaTbiBaloTCs B COOTBETCTBUM C UX
npuopuTeTamu, 1 Npu HeEOBGXOANMOCTN NPUMEHSET OrpaHNYEHUS NONOChI NPOMYCKaHUS.
Takum obpasom, nonb3oBaTtenyM MOryT NpeaoTBpaTUTb HE3aKOHHOE WCNONb30BaHue
CPU dnygoom Tpadwmka, 3awmiias ero oT BPeOOHOCHbIX aTak, 4Tobbl rapaHTUpoBaTh
©es3onacHoctb CPU 1 kommyTaTopa.

o [lpussaska IP/MAC: PaspelumnTe rubkyto npuBa3Ky nopTa unm KommyTtaTopa K IP-agpecy
n MAC-agpecy nonb3oBaTens, CTPOro orpaHu4vMBas AOCTYMn Nnofnib3oBaTerien K nopry
Unn BCEMY KOMMYTaTOpPY.

e OTtcnexuBaHune DHCP: Paspewunte otBetol DHCP TONbko OT AOBEPEHHbIX MOPTOB,
4TOObI npenoTBpaTUTL NOAMEHY IP-appecos HeCaHKLMOHNPOBaHHLIMM
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DHCP-cepBepamn. Ha ocHoBe otcrnexmBaHuss DHCP kommyTaTopbl AUHAMUYECKU
otcnexuBaloT ARP-nakeTbl, npoBepsoT IP-agpeca nonb3oBaTtene M OTKMNOHANT
He3aKOHHble MaKeTbl, HECOBMECTMMbIE C 3anucsMu MNPUBSA3KU, YTOObI 3DEKTUBHO
npegotepaTtuTb nogaenky ARP-agpecos v IP-agpecoB NCTOYHMKA.

o KoHTtponb goctyna no IP-agpecam ana npotokona Telnet: NpegoTtepallaet ataku
31I0YMbILLNIEHHNKOB M XaKepoB Ha YCTPOWCTBA M UX KOHTPOSb, TeEM caMblM 0b6ecneunsas
6e30nacHOCTb ynpaBreHnsi CeTblo YCTPOWCTBA.

e SSH m SNMPv3: lpumeHseTr Secure Shell (SSH) 1 SNMPv3 gns wudpoaHus
WHpopmaumm ynpaeneHus Bo Bpemsa Telnet- 1 SNMP-ceaHcoB, o6GecneuyvBas
6e3onacHOCTb MHOpMaLUMK yNpaBnsaeMoro YCTpoUCTBa 1 NpeaoTBpaLlasi OT XakepCKmx
HanageHWn UM KOHTPONS YyCTPOWUCTB.

e KoHTponb poctyna: NpegoTtepalLaeT HECAHKLMOHUPOBAHHbIM 4OCTYN NoNb3oBaTenemn
K CeTM C MOMOLLbID HECKONbKUX (PYHKLMI, BKMOYAS MHOrO3/IEMEHTHYIO MNPUBA3KY,
©6e3onacHocTb noptoB, ACL-cnnMckn Ha ocHOBE BPEMEHM N OrpaHUYeHne CKOPOCTU Ha
ocHoBe noToka. KommyTtatopbl cepun QSW-6910 3HauMTENbHO YCUMBAOT KOHTPOSb
AoCcTyna nocetuTene nU orpaHM4YMBalOT OOCTYN HEaBTOPM3OBaHHbIX MONb30oBaTeneun
AN yooBNeTBOPEHUst NOTPeOHOCTEN KOPNOopaTUBHbBIX MU KaMMyCHbIX CETEMN.

o NFPP: NFPP (Network Foundation Protection Policy) noBbiwaeT ©e30nacHOCTb
KOMMyTaTopoB. [laHHbI MPOTOKON 3aluMLiaeT Mpoueccop KoMMyTaTtopa M norocy
NponycKaHusa KaHana, WU3onupys MCTOYHMKM aTaku. Takum obpasom, rapaHTupyeTcs
HOopManbHas nepechbisika NakeToB U COCTOSIHNE MPOTOKOa.

KoHCTpyKLMSA ¢ BbICOKOM HAaAEXHOCTbIO

KommyTtatopsl cepumn QSW-6910 ncnonb3yroT MHOrOypOBHEBbI MEXaHU3M 3aLUMThbl annapaTHon
n3onsiumm cboeB, rapaHTUPYOLWNN cpeaHee BpeMs HapaboTku Ha oTkas B 30 neT. KommyTtaTopsl
cepumn QSW-6910 ocHalleHbl BCTPOEHHbIMU MOAYISAMU MUTAHUSA U MOAYNSMU BEHTUIATOPOB C
pe3sepBupoBaHueM. I Mogynu nuTaHus, 1 MOAyNu BEHTUNSTOPOB MOTYT ObiTb 3aMeHEeHbl, He
3aTparunas HopmarsbHyo paboTy ycTponctea. Kpome Toro, KOMMyTaTopbl TaKKe NogaepXxmsatoT
obHapyXeHne HeucnpaBHOCTENW, CUrHanusauumi Moaynerh nUTaHus U BEHTUNATOPOB C
aBTOMaTMYECKOW PErynMpoBKOA CKOPOCTU, B COOTBETCTBUM C WU3MEHEHUSMU TemnepaTypbl
YCTPOWCTBA, ANA aBTOMaTMYeCKOM adanTauum K YCroBUAM OKpyXatroLwen cpefbl. YCTponcTBa
UMEeIT PPOHTanbHbIE U TbIIOBblE OTBEPCTUS BEHTUNSAUMM OIS yNydlWweHns TennooTsoda U
obecrne4ymBaloT HECKONbKO YPOBHEWN HaOEXHOCTU Ha ypoBHe obopyaoBaHUSA M KaHana CBS3W.
Takke wucnonb3yeTca 3awmuTa OT Neperpyskn Mo TOKY, 3awuTa OT MepeHanpskeHus u
TEeXHONOorns 3awunTbl OT Neperpesa.

AnnapaTHas apxuTeKTypa ¢ ABYMsl YMNamu

HewncnpaBHOCTK, CBSA3aHHbIE C YMnamMu, COCTaBNAT NPUMEPHO 5 % OT obuwiero KonuyecTtea
HeucrnpaBHOCTEN B TedyeHne roga. B kommyTtatopax cepum QSW-6910 pgns xpaHeHus
3arpy3o4HOro nporpamMHOro obecneyeHust UCNonb3ylTCs ABa naw-yuna, 4To MO3BOMSET
peanu3oBaTb PE3epPBMPOBAHNE Ha annapaTHOM YPOBHE U NpeaoTBpaTnTb cOom Npu 3anycke.

TexHonornsa nsonsAuMn HeucnpaBHOCTEN

KopoTkoe 3aMblkaHue B ONTUYECKOM MOAYNE MOXET NPUBECTU K HEMCNPABHOCTU OMTUYECKOIO
nopta unu gaxe K NOsIOMKE UIN NMeperopaHuio KoMmyTatopa. ApXUTEKTYypa KOMMYTaTOpOB
cepun QSW-6910 anga 3awWwmTHbLIX Lenen ONTUYECKUX MOPTOB MOXET ObICTpO obHapyxmBaTb
KOpPOTKOE 3aMblKaHNE B ONTUYECKOM MOAYIIE, @ HEUCNPaBHbIA MOAY b 3aTeM byaeT N30nmpoBaH,
4TOObI M36EeXaTb BO3AENCTBUA Ha APYrve NOPTbl UM BCE YCTPOMCTBO.

Kpome HagexHon annapaTHOM NnaTdopMbl, OCHALLEHHOW onepaunoHHon cuctemon QTOS
12-ro nokoneHus, Bce kopnopatuBHble KommyTaTopbl QTECH wnmeloT MHOXeCTBO ceTeBbiX
OYHKLMI BbICOKOM SOCTYMHOCTM A5 pas3fnnyHbIX CLeHapueB paboTbl U NPUMEHEHUS.
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CneKkTp PyHKLMIA BbICOKOW AOCTYNMHOCTU

o [lpoTokonbl cBsaA3ywlero aepeBa: KoMmyTaTopbl OAaHHOW cepun MNoJOepPKUBalOT
npoTtokonbl ceasytouwero gepesa 802.1D, 802.1w n 802.1s gns obecneyeHns ObicTpomn
KOHBEPreHuMM, YIyyleHns BO3MOXHOCTEM OTKAa30yCTOMYMBOCTK, obecnedeHus
ctabunbHo paboTbl ceTu, OGanaHCMPOBKM HArpys3kMm KaHamnoB W  pasyMHOro
NCMONb30BaHUA  CeTeBbIX KaHamoB, a TakKe MOBblleHUs  KoadhduumeHTa
NCMOMb30BaHUA pe3epBHbIX KaHArOoB.

e [lpoTtokon pe3epBupoBaHMA BUpTyanbHbIX MapwpyTusatopoB (VRRP):
KoMmyTaTopbl JaHHOW Cepun NOAOEPKUBAKOT MPOTOKOMN pe3epBUpOBaHUS BUPTYaribHbIX
mapwpyTmnsatopoB (VRRP), koTopbit aodhekTmBHO obecneumBaeT cTabuinbHOCTb CETU.

e [lpotokon GbicTporo o6HapyxeHusa kaHana (RLDP): KommyTtaTopbl gaHHOM cepumn
nogaepXunBatoT NPoTokos BuicTporo obHapyxeHusa kaHana (RLDP), koTopbin no3sonseT
ObICTPO OOHapyxumBaTb COEAVHEHUS, a TaKkKe OCyLEeCTBNSeT OAHOHanpaBrieHHOe
obHapyXeHne BONOKOHHO-OMNTUYECKUX JIMHUIA, noaaepxnsaeT obHapyxeHve neTtens Ha
OCHOBe MOpPTOB ANdA npefoTepalleHns cboeB B CeTU, BbI3BaHHLIX METMSIMU, KOTOpble
BO3HUKAKOT U3-32 HEMPaBUIbHOTO NOAKMIOYEHNS TaKUX YCTPOMCTB, KakK KOHLLEHTpaTopbl
K nopTtam.

e [lpoTokon ObicTpoM 3awWwmuTbl Bocxopswero kaHana Ethernet (REUP): Ecnu
npoTtokon STP oTknoveH, NpoToKON ObLICTPONM 3aWuTbl BOCXoasdwero kaHana Ethernet
(REUP) moxeT obecneunte 6a3oBoe pe3epBMpOBaHME KaHaroB CBSA3W NMOCPELCTBOM
ObICTPOM 3alnTbl BOCXOOSALWLEro KaHana cBs3M M obecneuntb BOCCTAHOBMEHWE B
TeYeHVe HeCKONbKNX MUnnucekyHa (boictpee, yem STP).

o OOHapyxeHune AaByHanpaBneHHown nepepadn (BFD): lNpegpoctaBndetr meton Ans
NPOTOKOJSIOB BEPXHENO YPOBHSA, TakMX Kak MPOTOKOMbl MapLupyTusauumn, ang 6uicTporo
onpegeneHns BO3MOXHOCTW MOAKIIOYEHNS MapLIpyTOB MNepechbilsikn Mexay ABYMS
yCTpOMCTBaMM MapLUpyTU3auunm, 4YTO 3HaAYMTENbHO COKpallaeT BpeMs KOHBepreHumu
NPOTOKOSIOB BEPXHENO YPOBHSA B Cryvae U3MeHEeHUs1 COCTOSIHUS KaHana.

e WUcknouutenbHass NpousBOAUTENbLHOCTb ANSA NoanepXKu 6usHeca: logaepxka
MHOroagpecHon paccboiiikn IPv4 n IPv6 ¢ 6GonblmMM KONMYECTBOM MPOTOKOSIOB
MHOroagpecHon pacchbiniku, Hanpumep, IGMP Snooping, IGMP, MLD, PIM, PIM gnsa IPv6,
MSDP u 1. o. KommyTaTopbl npegnaraioT MHOroagpecHyto cnyx0y anga ceten IPv4, IPv6
N COBMECTHO cyulecTBytowlen cetn IPv4/IPv6. Takke noggepxmBaetcs npoBepka noprta
IGMP-nctoyHmka u IP-agpeca wucCTodHMKa Ans 9PMEKTUBHOIO  yCTpaHeHUs
HeCaHKLUMOHNUPOBaHHOW MHOroaZApeCcHON pacchifiki MU NOBbILWEHUSA 6e30nacHOCTN CeTw.

OHeprocbepexeHne

B kommyTaTopax cepmum QSW-6910 ncnonb3yeTca annapaTHasi apxXmTtekTypa HOBOro MOKONEHWs,
YyCOBEPLUEHCTBOBAaHHaA aHeprocbeperawwiass cxema WM KOMMOHEHTbl AN 39KOHOMUM
SMNEKTPO3HEPINM AN NOoNb3oBaTenen M CHWKeHMs wyma. KoMmyTaTopbl AaHHOWM cepum
OCHaLLEHbl BEHTUIATOPaMM C PETyNMpyeMON YacTOTON BpalleHusl, brnarogapsa Yemy yCcTponcTea
MOTYT WHTENMEKTyanbHO PerynmpoBaTb CKOPOCTb BPAaLLEHUS BEHTUNSITOpPA B COOTBETCTBUM C
Tekywlen TemnepaTypor, obecneumBass CcTabunbHyro paboTy  yCTPOMCTBA, CHWXKas
3HepronoTpebneHne n ypoBeHb LLyMa.

N36bITOYHbIe nonuTukn QoS

KommyTtaTtopbl cepun QSW-6910 npeanaratoT MHOTOYPOBHEBYHO Kraccudmkaumio Tpaduka u
ynpaenenne notokom ans MAC-tpadwuka, IP-Tpaduka, Tpaduka NpuNoXeHUn n T.4., peanmayroT
pasnuyHble MNONUTUKM Tpaduka, TaKkMe Kak YCOBEPLUEHCTBOBAHHbLIA KOHTPOSb MOJSIOCHI
NponycKkaHmsa 1 NpuopuTeT nepecbiiki. KoMmmyTaTopbl JaHHOW cepun Takxe noaaepXuBaroT
HacTpavBaemble PyHKLUMN QOS A58 pasnMyHbIX NPUAOXEHUNA.

Cuctema QoS Ha ocHoee DiffServ nogaoepxmBaeT nonHbin Habop nonutuk QOS, BkItOYas
802.1P, IP TOS, dwunbtpaumio Ha ypoBHsx 2 — 7, SP, WRR wn T1.4., n peanuayeT noruky
MynbTUcepBucHoro QoS Ans Bcen ceTeBoW CUCTEMBbI.
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MpocToTa 06CnyXMBaHUA cetm

KommyTtatopbl cepun QSW-6910 nopaepkmBalOT MHOXECTBO (PYyHKUMKW, Takux kak SNMP,
RMON, Syslog, xypHanbl 1 pe3epBHOe KONMpoBaHWe KoHdurypaumm ¢ ncnonb3osaHnem USB
ANS CTaHOAPTHOW ONArHOCTUKN U 06CnyxXuBaHnsa cetn. AOQMUHUCTPATOPbl MOTYT UCNOMb30BaTb
LUMPOKMI CNEeKTp MeTOAOB YnpaBrneHus n obcnyxumBaHua AONA yNpOLEHUS YynpaBreHus
yCTpOMCTBaMM, BKIoYasa nHTepdenc komaHgHom ctpoku (CLI), Beb-ynpasnenue, Telnet n T.4.

TexHun4yeckue XapakKTepucTukun

Mopgenb QSW-6910-26F

durKcUpoBaHHbIE NOPThI 20 noptos 1/10 6ut/c BASE-X SFP+,
4 nopta 10/25 Néut/c BASE-X SFP28,
2 nopta 40 '6ut/c BASE-X QSFP+,

MopTbl ynpaBneHus 1 nopt MGMT
1 KOHCONbHbLIN NOPT
1 nopt USB
MopayrnbHble crnoThl 2
nuTaHmnsa
CnoTbl BEHTUNSATOPOB 2

KommyTaumnoHHasi emkocTtb | 760 6ut/c

CKOpOCTb NepeChIKn 565,4 Mnak/c

nakeToB

Bydep nopra 4 Mb

RAM 1

Tabnuua ARP [o 16K

Tabnmua MAC Jo 32K

Paamep tabnumupbl Jo 4K

MapLpyTM3aumum

(IPv4/IPv6)

3anucm ACL Jo 2.5K

VLAN 4K 802.1Q VLAN
Port-based VLAN, Private VLAN, GVRP
Super VLAN

QinQ Basic QinQ

ArpernpoBaHue KaHanoB LACP (802.3ad)

CBS3M
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Mopgenb

QSW-6910-26F

3epkanupoBaHune nopToB

Flow-based mirroring,
Many-to-one mirroring, One-to-many mirroring, RSPAN
Link aggregation mirroring

Multiple Spanning Tree
Protocol (MSTP) Instances

64

MpoTokonsbl Spanning Tree

IEEE802.1d (STP), IEEE802.1w (RSTP), IEEE802.15s
(MSTP)

MakcumanbHoe Kon-BO
arpermpoBaHHbIX MOPTOB
(AP)

128

DHCP

DHCP server, DHCP client, DHCP relay, DHCP
snooping

DHCP snooping IPv6, DHCP client IPv6, DHCP relay
IPv6

MpoTokons! IPV6

Agpecauus IPv6, ICMPv6, Path MTU Discovery

IP-mapLipyTnsauusa

Static routing, RIP, RIPng,
OSPFv2, OSPFv3, IS-ISv4, I1S-ISv6, BGP4, BGP4+
ECMP

Multicast

IGMP v1/v2/v3, IGMP proxy, IGMP v1/v2/v3 snooping,
IGMP filtering, IGMP fast leave,

PIM-DM, PIM-SM, PIM-SSM

MLD Snooping, MLD, MSDP

ACL

Standard IP ACL, Extended IP ACL,
Extended MAC ACL, Expert ACL,
Time-based ACL, ACLS80, IPv6 ACL

QoS

PacnosHaBaHue Tpaguka Ha OCHOBE NOPTOB,
OrpaHun4yeHne cKopoCTM Ha OCHOBE NOPTOB,
knaccudpukaums tpaduka 802.1p/DSCP/TOS,

8 NpuopuTeTHLIX OYepesen Ha nopT,

Anroputmbl 06paboTkn ovepeaen: SP, WRR, DRR,
SP+WRR, SP+DRR, RED/WRED

Be3onacHocTb

dunbTpaymna HeaBTOpU3oBaHHbIX MAC-agpecos,
nogaBfieHNe LWMPOKOBELLATENbHbIX LUTOPMOB,
Mepapxumueckoe ynpasneHme agMmmHucTpaTopaMmm u
3awmta naponem, RADIUS n TACACSH+,

SSH, BPDU Guard, Network Foundation Protection
Policy (NFPP); CPU Protection (CPP)
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Mopgenb

QSW-6910-26F

YnpasneHue

SNMP, CLI (Telnet/Console), RMON (1,2,4,9), Syslog,
NTP, SNMP no IPv6, nogaepxka IPv6 MIB ans SNMP,
Telnet v6, FTP/TFTP v6, DNS v6, NTP ansa v6,
Traceroute v6,

Mopaepxka sFlow anga Beibopa nakeToB Tpadmka
KOMMyTaTopa UCMNosib3yst TEXHOSOMMIO CryYyanHoW
BbIGOPKM MOTOKA OAHHbIX.

MpoTokonbl
pe3epBMpPOBaHMS

VSU, GR ana RIP/IOSPF/BGP, BFD, G.8032 (ERPS),
TexHonorus 6eicTporo nepekntoveHnss REUP,

(Rapid Link Detection Protocol), pesepsupoBaHue
nuTaHusa 1+1; Moaynu NUTaHUS N BEHTUNATOPbI C
BO3MO>XHOCTbIO FrOpsAYen 3aMeHbl

VSU (Virtual Switch Unit)

[lo 2 koMmMyTaToOpoOB B CTEKE

AnekTponutaHue

MogayrnbHbI 6nok nutaHma AC: 100 — 240 B, 50/60 My

MNoTpebnsemas MOWHOCTb

< 85 BT

3alyuTa oT cKaykoB

4 kB (nopT MGMT)

HanpsXeHnst Mogayrnb nctoyHunka nutaHusa (QSW-M-6910-PWR-AC):
obwun pexnm 6 KB/pasHOCTHbIN pexnm 6 kKB

BeHTunaTtop Mooaepxka 2 nogkntovyaeMblX MOOYNbHbIX
BEHTUMNSATOPOB; BO34YyX0BOAbI crnepeaun n c3aam
Mopaepxka perynupoBKM YacToTbl BpaLleHns
BEHTUMNSATOPA U ONOBELLEHNSA O HEUCNPAaBHOCTU

CurHanunsaums Mopaepxkka yHKLMN onoBeLLeHns TemnepaTypbl

Temnepartypbl

Temnepatypa Pabouasa temnepatypa: 0 °C — +50 °C
Temnepatypa xpaHeHus: =40 °C — +70 °C

OTHOCUTENbHAasA Pabouas: ot 10 % no 90 %

BJT@XXHOCTb Mpwu xpaHeHun: ot 5 % £o 90 %

Pabouag BbicoTa

0 —-5000 m

Paamepsbl (LLUXMxB), mm

440,0x330,0%43,6

BbicoTa B cToMKe

1U

MTBF

30 net

CrangapTbl 6e3onacHocTm

GB4943-2011, EN 62368-1:2014+A11:2017
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Mopensb QSW-6910-26F

Hopwmbl BbIGpOCOB GB9254-2008 CLASSA, EN 55032:2015+AC:2016,
EN 61000-3-2:2014, EN 61000-3-3:2013+A1:2019,
EN 55035:2017, ETSI EN 300 386 V2.1.1 (2016-07)

Cxembl npuMeHeHus

e YpoBeHb arperauumn KpynHblX ceTeln, ypoBeHb sapa ManbiX U CpeaHnX ceTen, NosHbIN
poctyn 10G ypoBHA 3 o4 KPYMHbIX MPeanpUsTUN UM OOUCHBIX 30aHUN

e LlUunpokuii cnekTp MexaHW3MOB ynpaBrieHuUsi obecrneynmBaeT 3aluTy CeTW, KOHTPOIb
[0CTYyNa C BbICOK/M YPOBHEM 6E30MacHOCTU U 3PEKTUBHbBIA KOHTPOIb AOCTYNa K CeTu

e KomnnekcHble MNOANTUKN ynpasieHna noMoraroT ynpaBnaTb I'IpOI'IyCKHOIZ CNocOBHOCTbLIO
N rapaHTUPYKT TaKMe Kro4eBble YCIyru, Kak roJfiocoBbl€ BbI30Bbl, MHOroagpecHble
ayano- n BnageonoTokn, a Takke Buaeo no Tpe6OBaHI/II'O.

CueHapum 1

KommyTtatopbl cepun QSW-6910, kak koMMyTaTopbl YPOBHSA arperaumm KpynHbIX KamMnyCHbIX
ceTten, obecneumBatoT nonocy nponyckaHus 10 Féut/c ana obopynosaHusa goctyna, u 40 [out/c
arperaumio Kak kaHan CBsi3Y C BbICOKOM MPOMYCKHOW CMOCOOHOCTBIO ANt COEQUHEHUS YPOBHS
arperauum ¢ ypoBHEM OCTyNa, YTO COOTBETCTBYET pacTyLUMM NOTpeBHOCTSIM nonb3oBaTenen.

BHyTpeHHWe cepBepbl

oc— o— oc—
oc— o— oc—
oc— o— oc—

WWW e-mail DNS

L ———— 40/100T6ut/c | o % % %
i ———— 10T6ut/contuka | uip

176ut/c Meab | =
QSW-6910

KamnycHan ceTb
MHCDOPMALMOHHOIO LeHTpa

wp) NPE

Illilll

=
qugup
v
[ =]

i i AQMWHWCTPATUBHO-
np mp odhucHan 30Ha

&

AOMWHUCTPATUBHbIE
oh1CHbIe 3[aHUA

30Ha npenogaBaHuA 3oHa 30Ha obLWexnTns
M HaYUHbIX UCCNefoBaHUA 6ubnuoTexku ONA CTYOEHTOB
- — -
{uanp qnanp (ndnp
v v b
[} o] [}
u»';(n- — u»i{n- u»i{n- — -npi{n- u»i{n- — -n)i(n-
4 4 4 4 4 4 4 4 4 4 4 4
ulp ulp ulp ulp ulp ulp ulp ulp ulp ulp ulp ulp
YHuBEpCUTETCKMIA kKopnyc, PasHble aTaxu YHMBEpPCHTETCKUMIA KOpNyC,
Hay4yHO-MCCneoBaTeNbCKUIA KOpnyc GubnuoTeku Hay4yHO-MCCNeaoBaTeNbCKMUiA Kopnyc
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CueHapum 2

KommyTtatopbl cepumn QSW-6910 Takke moryT ObiTb pa3BepHyTbl B kayectBe 10-rmrabuTHbIX
KOMMYTaTOpPOB YPOBHSI siApa Ha MarbiX U CPeAHMX NMpeanpusaTrsax, YTO MOXET 3HaYMTENbHO
MOBbICUTb HAOEXHOCTb N 3(PPEKTUBHOCTL CETEBON CUCTEMbI U YNPOCTUTL apXUTEKTYPY CETU C
nomoLlblo TexHonorum VSU.

WWW e-mail DNS

401100 Tutlc |
10 M6uT/c onTuka | % % %

1 I'dut/c meab : TL

BHyTpeHHWe cepBepbl

o— o—3 o—
c— o— o—
[ s | [ s | [ o s |

wp) NPE

QSW-6910

lllilll

s L L
.":In l"=I|- l"=I|- l":lu .":n- -||="l
Office Building Education Education

CueHapun 3

QSW-6910 mMoxeT ObITb pasBepHyT Ansa AocTyna unn obbeanHeHnsa ceTen ManbiX U CpegHuX
KomnnekcoB 3ganni. MopTel goctyna 10 MOGMT/C MOXHO MCNONb30BaTh A1 BbICOKOCKOPOCTHOrO
Joctyna K arpermposaHHoMy nopTy, dopmupys 10G/25G Hucxogawmm kaHan gocTtyna oT
arperaumm n BbICOKOCKOPOCTHOE coeanHeHue Bocxogsiwero kaHana 40G arperaumm K ypoBHIO
AoCTyna Ansa yaoBneTBOpeHust pacTywmx notpebHocTen nonb3oBartenen.
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Www

e-mail DNS

SlE

BHyTpeHHue cepBepsi GSW6910
o— oc—3 occ— ||’v=<|ll
= || o= || o= ] s
III’iIII'—
——— 40/100 Néwut/c ontuka . S N
——— 10/256ut/c onTuka | QSW-6910
— 1T 6ut/c Meas L1 L
! = /S = ]
——— 10/5 T'6ut/c meas P [quaap[ T |quanp| |
P le [T e |
== = =1
L /K ﬂ\ 4
Z Y ™
QSW-6910 " g;‘g/- 1 QSW-6910 -
qn 4 4
up ulp np

5666

UHdopmauusa ana 3akasa

s

Mopenb

OnucaHue

QSW-6910-26F

Ynpasnsembi CTEKMPYEMbIN KOMMYTaTOpP YPOBHSA L3,
20 nopTtoB 1G/10G SFP+, 4 nopta 10G/25G SFP28,
2 nopta 40G QSFP+, 4K VLAN, 32K MAC-agpecos,
1 nopt USB 2.0, 1 koHCconbHbIM NopT, 1 nopT MGMT,
2 cmeHHbIx Bl (nocTaBnsaTca oTAeMNbHO), pasMepbl
LWxMxB (440,0%330,0x43,6 M™m)

QSW-M-6910-PWR-AC

CMeHHbIM 6ok nuTaHua nepeMmeHHoro Toka 150 Bt

ana QSW-6910-26F
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O6wan nidopmauunsn

3amMeyaHua 1 npearioXxeHus

Mbl BCcerga CTpEMUMCA YyNnyylnTb Hawy AOOKyMeHTauuro 1 nomMmoYb BaM pa6OTaTb ny4ule,
NO3TOMY Mbl XOTUM YyCIbllLlaTb BacC. Mol Bceraa panbl 06paTHOIZ CBs131, B OCOBEHHOCTH:

e OLWMOKM B coAepKaHUN, HEMOHSTHbIE UK NPOTUBOPEYAaLLME MECTA B TEKCTE;

e MAeun NO ynyuyLEeHNI0 JOKyMeHTaumm, 4Tobbl HaxoauTb nHGopmaumto bbicTpee;

e HepaboTaloLme CCbINKN 1 3aMeYaHnst K HaBuraumm rno JOKyMeHTY.
Ecnu Bbl x0TUTE HanMcaTb HamM NO NOBOAY AAHHOrO JOKYMEHTa, TO UCNONb3ynTe, NoXanymncra,
dopMy obpaTHON CBA3N Ha caunTe gtech.ru.

FapaHTvm n cepBuc

Mpouenypa n HeobxoaUMbIE OEWCTBUS MO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lNogaepxka» —> « apaHTUNHOE 0BCAYKMBAHNE ».

O3HakoMNTLCA C MHOpMaLMen No BONpocamM TECTUPOBAHMS 00OpPYyAOBaHUS MOXHO Ha canTe
QTECH B pasgene «[logoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MOXeTe HanvcaTb HanpsiMyto B Cry0y cepBurca Mo 3NEKTPOHHOM noyTe sc@gtech.ru.

TexHu4yeckasa noaaepxka

Ecnn Bam Heobxoammo cogencTBme B BOMPOCAax, KacallMxcs Hawero obopyaoBaHus, TO
MOXeTe BOCMOSb30BaTbCA Hallen aBTOMaTU3MPOBAHHOW CUCTEMOW 3anpoCOB TEXHUYECKOrO
cepBuc-LeHTpa helpdesk.gtech.ru.

TenedoH TexHnyeckon nogaepxkn +7 (495) 477-81-18 nob. 0

3neKTp0HHa;| BepCcusa AOKyMeHTa
Hata nybnukaumn: 08.11.2022

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-6910_datasheet.pdf
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